Security Challenges and Success Factors of Electronic Healthcare System  by Ghazvini, Arash & Shukur, Zarina
 Procedia Technology  11 ( 2013 )  212 – 219 
2212-0173 © 2013 The Authors. Published by Elsevier Ltd. Open access under CC BY-NC-ND license.
Selection and peer-review under responsibility of the Faculty of Information Science & Technology, Universiti Kebangsaan Malaysia.
doi: 10.1016/j.protcy.2013.12.183 
The 4th International Conference on Electrical Engineering and Informatics (ICEEI 2013) 
Security Challenges and Success Factors of Electronic Healthcare 
System  
Arash Ghazvini*, Zarina Shukur 
Faculty of Information Science and Technology, Universiti Kebangsaan Malaysia, 43600 Bangi, Selangor Darul Ehsan, Malaysia 
Abstract 
Potential benefits of the e-health system do not ignore the challenges that prevent the system from being fairly used. Security and 
privacy challenges of the e-health system need to be understood and resolved. The aim of this paper is to explore and analyze the 
current state of e-health systems security and privacy of patient records. Main focus is on security at the policy level in order to 
protect electronic patient record. 
© 2013 The Authors. Published by Elsevier B.V. 
Selection and peer-review under responsibility of the Faculty of Information Science and Technology, Universiti Kebangsaan 
Malaysia. 
Keywords: EHR, EHS, Security, Privacy 
1. Introduction 
The potential advantages of the e-health system have been considered over recent decades. However, because of 
its several challenges, the widespread usage of e-health system is still at an early stage. Understanding the security as 
well as privacy issues are the key challenges in e-health system. The principle that govern the patient–physician 
relationship is view as privacy. Patients are obligated to share required information with their physicians. However, 
they may decline to reveal important information as disclosure of some information may result in social stigma and 
discrimination [4]. 
This is important to understand how far electronic health records are protected and what factors can lead to 
enhance a successful e-health system. Over time, EHR accumulates personal information that is significant to one’s 
life and social status. 
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2. Research Aim 
The aim of this paper is to explore and analyze the current state of e-health systems security and privacy of patient 
records. Main focus is on security at the policy level and developing a framework for information security in order to 
protect electronic patient record.  
3. Research Question 
x What are the Privacy and security Issues of electronic healthcare system (EHS)? 
x How electronic health record (EHR) is protected currently? 
4. Methodology 
 The main purpose of this section is to find relevant sources where searches for particular studies will be executed. 
The selection of sources should be related to both security and issues of the EHS. Selected keywords will be used to 
possess search engines. The list of chosen sources is as following: IEEE digital library, ACM digital library, Science 
Direct and Scopus (Fig 1). 
All articles from 2001 till 2012 have been taken into account for the purpose of searching in different databases. 
Three different sets of keywords (“Electronic Health record and Security”, “Electronic Medical Record and 
Security”, “e-Health and Security”) have been used to search through variant databases. Appeared articles were 
compared based on their titles. It was noticeable that, even though, different keywords have been used, most of the 
articles were duplicated. Therefore, Endnote software helped to avid downloading duplicates. To identify more 
relevant articles, the abstracts were considered by which 201 articles were selected. By going through the full text of 
papers, 69 articles were found to be more related to the purpose of this paper from which 46 articles are included. 
Moreover, from all the articles referenced in this paper, 12 articles are used for the purpose of analysis (Table 1). 
5. Information Extraction 
A. Love. 2011. IT Security Strategy: Is Your Health Care Organization Doing Everything It Can to Protect Patient 
Information?. [13] 
 The aim of this article is to identify the current state of confidentiality, integrity, and availability standards that 
needs to be encountered to ensure that health care organizations are doing everything they can to protect PHR. They 
also cover some of the security issues including “confidentiality”, “integrity”, “availability” and “medical identity 
theft”. As the result shows, healthcare organizations are doing everything they can within their budgets. It is vital to 
these organizations to implement all necessary polices and to make sure everyone is following the protocols within 
the organization at all time. It is also important to ensure their vendors are following the same level of security as 
theirs. 
B. Fontaine, et al. 2010. Systematic Review of Health Information Exchange in Primary Care Practices. [6] 
 A systematic review has been conducted by the authors of this article from January 1990 until September 2008. 
The objective of this study was to distinguish peer reviewed and non-peer reviewed publications from variant 
website and databases. Each publication has been abstracted to identify main issues. Stakeholder involved in health 
information exchange plays an important role and it influences the benefits, barriers, and overall value to primary 
care practices. As health information exchange initiatives and pilot plans increase, they need to be properly analyzed 
with research methods. A consist analysis offers strong indications and suggestions about the financial influences 
and its great impact on increasing actual efficiency, quality, and safety. 
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C. Karunakaran, et al 2012. Investigating Barriers to Electronic Medical Record Use during Collaborative 
Information Seeking Activities.  [10] 
The goal of this research study is to identify the barriers related to the usage of electronic medical records during 
collaborative information seeking activities. Authors conducted qualitative research approaches to point out how 
individuals’ entities within patient care teams employ EMRs during CIS. It also reflects the challenges they have to 
deal with as they encounter in the process. This study has been done in the Emergency Department of a 500-bed 
training hospital. To collect required data, nonparticipant observations and semi-structured interviews of patient care 
team members were carried out. A number of barriers were identified through the analysis of collected data. These 
barriers, that appear while using EMRs during CIS, include lack of collective affordances, fear of deviations and 
alert fatigues, clash of "technological frames". The finding of this study underlines an implication for designing 
EMR systems that can facilitate and optimize better CIS. 
D. Oladimej & Chung. 2011. Managing Security and Privacy in Ubiquitous e-Health Information Interchange. 
[19] 
This paper introduces a goal centric and policy driven framework for deriving security and privacy risk mitigation 
strategies in ubiquitous health information interchange. The main focus is on scenario analysis and goal oriented 
techniques to model security and privacy objectives, threats, and mitigation strategies in the form of safeguards or 
countermeasures are used. while introducing the idea of purpose driven security policies based on sensitivity Meta 
tags is demonstrated, the authors found that traditional solutions are insufficient,. It also shows administrative 
safeguards are refined into intermediate specifications that can be analyzed more systematically. 
E. Dong, et al. 2012. Challenges in e-Health: From Enabling to Enforcing Privacy. [5] 
Due to a vast distribution of e-health system in the near future, this paper studies privacy in e-health as a 
communication issue, which demand for interoperability of many sub systems. Further, the authors research on 
privacy needs for others than patients. Two main privacy challenges in e-health are highlighted in this study, namely 
enforced privacy and privacy in the presence of others. The study confirms that the two identified privacy challenges 
are necessary for securing e-health systems. The Authors also recommend that in order to enhance a better 
understanding of these challenges, more researches need to be conducted. They suggest to adapt formal techniques 
that help to understand and define these new privacy notions in a more accurate manner, and to develop an efficient 
verification framework. 
F. Srur &, Drew. 2012. Challenges in Designing a Successful e-Health System for Australia. [16] 
This research provides an introduction to Personally Controlled Electronic Health Records (PCEHRs) in Australia 
by studying the relevant concepts that have been acknowledged in the literature of technology acceptance models 
and Information Systems success models. Authors present a latest review of the challenges occur while 
implementing PCEHRs in Australia. The study indicates that these systems are vital for improving delivery of 
healthcare and the general support of stakeholders for its implementation. Although, in order to obtain a largely 
adopted and successful e-health system, there are still enormous challenges need to be solved. 
G. Zayim & Bozkurt. 2011. Organizational Issues in Health Informatics Applications: Finding from a systematic 
Review. [18] 
The concern of this paper is to expand evaluation methods that improve the understanding of people and 
organization influences related by concerning informatics applications development and deployment. The findings 
of this research can be used as a guideline to enhance future system development processes and their connection 
with patient care. 
H. Kok, et al. 2012. Exploring the Success Factors of Electronic Health Record System Adoption. [12] 
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Affecting factors may differ because they are the result of different settings, such as different type of 
organizations (clinic, hospital, or doctor office), different cities, and different countries. Since doctors are the key 
users of an e-health system, they were pointed as the main targets for interview in this research. Although, it is 
worth noting that there are also other people who has access to a system with different needs and objectives such as 
nurses, medical assistants, administrations and etc. It was found from the interview that the privacy of the system, 
user interface, data quality, information quality, and flexibility are the key factors of “Perceived ease of use”. 
Further, the survey highlighted that functionality and job relevance, quality support, quality of care, and sharing are 
the key sub-factors of “Perceived Usefulness”. 
I. MacKinnon & Wasserman. 2009. Integrated Electronic Medical Record System: Critical Success Factors for 
Implementation. [14] 
In this paper EMR was considered as a type of enterprise resource planning (ERP) system. The authors investigate 
on the issues of EMR implementation through an empirical research from both ERP literatures and the healthcare 
information systems. Based on structured interviews with health care professionals, they proposed a theoretical 
model and propositions. The paper highlighted a number of important success factors, namely planning, consultants, 
process redesign, project management and the need for a project champion. 
J. Daglish & Archer. 2009. Electronic Personal Health Record System: A Brief Review of Privacy, Security, 
and Architectural Issues. [4] 
The focus of this paper is on the design and architectural problems in PHR system. More specifically, the authors 
looked at privacy and security aspects because they believe that an acceptance of PHR by public requires a careful 
analysis of privacy and security issues. Daglish and Archer divided PHR system architecture into four categories: i) 
Tethered PHRs ii) Standalone PHRs iii) Integrated PHRs iv) Other PHR models. Further, a system was proposed 
and developed by authors after an analysis of clinical consultation workflow and systematic review of other health 
information system. 
K. Ghani & Wen. 2011. Design of Flexible Pervasive Electronic Health Record (PEHR). [8] 
In the arena of Electronic Health Record, availability of medical history is very important. Therefore, storage 
devices such as mobile phone, USB, laptop, and etc. provide a flexible access to patient medical record. Thus, the 
aim of this paper is to propose a seamless access to patient HER. This system provides an immediate access to 
patient medical history which can lead to more accurate and efficient treatments. 
L. Borovicka. 2008. DMIS: The Design and Prototype of a Future Clinical e-Health. [1] 
This article investigated the very early stages of a project that attempts to develop solutions for improving medical 
care through a development of prototype and applying related mechanisms in order to reduce interaction time and 
enable an integration of new information sources. Thus, the objective of this article was to find a solution for clinical 
diagnosis process which intends to boost system use by providing alternative information for decision making. 
6. Discussion 
6.1. Research Question 1 
In an age of data snooping and identity theft, it is not surprising that there is an apprehension for security and 
privacy in PHRs. There are three type of common PHRs including Tethered PHRs, Standalone PHRs, and Integrated 
PHRs [4]. A tethered PHR is a system that is accessible by the patient and in some way it is connected to an 
organization’s system. Tethered PHR systems offer several advantages, including healthcare practitioner input. 
However, this is normally limited to practicing within the organization that hosts the PHR and those associated with. 
There are two possible forms of standalone PHR. The first form is where patient data is stored on smartcards 
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PHRs. There are some portable media devices and smartcard is the one that is supported by software. Smartcard can 
be accessed by computer in order to view, modify, or organize the data. In the second form standalone PHR, 
consolidator PHRs are commonly in the form of centralized Internet portals. In this form the patient can gathers data 
from other sources and which also can enter desired data. The integrated PHR is system driven, and collects and 
presents patient data from several sources into a single view. Integrated systems are complex, but the complexity 
yields usability and flexibility [43]; One option is establishing a central system that gathers health information for all 
patients based on information that patients and their providers have selected to be stored and available [44].  
Besides the benefit of the PHR architectures, there are limitations that diminish their usage. Complexity, access, 
and data sources are attributes that define the operational characteristic of the three architectures and risks, security, 
and privacy define the barriers to acceptance of PHR architectures. Understanding of these attributes and 
characteristics enables clinics to compare PHR architectures and impalement the most appropriate architecture for 
their usage. 
Furthermore, human error is also one of the most challenging issues that needs extra attention. By increasing 
human understanding in the organizations, human errors could be reduced. Healthcare staffs need to be aware of 
their important role to protect organization’s vital information and to avoid compromising the system by a rookie 
mistake. Healthcare organization is responsible to conduct series of proper trainings for their employees to increase 
their level of understanding from the system. A simple mistake by an individual within the organization may put the 
entire system in jeopardy such as: a) bringing a flash drive from infected by a virus or containing a malware; b) 
opening an email containing malware or a virus using on one of the healthcare computer; c) letting someone 
unauthorized into an restricted area without knowing his intentions; and many more that need to be addressed 
clearly during staff trainings. 
6.2. Research Question 2 
This is essential for organizations to ensure an implementation of necessary e-health policies. It is also important 
that everyone within an organization complies with those policies. All the stakeholders involved in health 
information exchange, such as vendors, patients, doctors, and medical assistants should follow the same level of 
security because they all play important roles that affect care practices. 
Encryption and password protection are the finest ways to guarantee the security and privacy of PHRs, but it will 
not be necessarily satisfactory in the case of bad systems or poorly chosen passwords [36]. Moreover, physical theft 
or indirect access could be avoided by data separation to prevent the data from being compromised. This could be 
obtained through the separation of health data from the identifying data stored in the form of registries [38]. Another 
technique is the separation of the encrypted data from the keys necessary to decrypt it [39]. In the separation of 
functions approach, different functional tasks are accomplished on separate systems, either physical or logical, for 
the purpose of isolating replaceable or exchangeable functions [4]. 
An audit function is a necessity as soon as the establishment of the security system. Audit is needed so 
administrators and users are able to review the list of accesses to the PHR data. This way any illegal or unauthorized 
breach can be easily detected and acted upon [41]. Another important note on privacy concerns is that the patients 
are the rightful owners of their data that reside within, or can be accessed by, a PHR system. In such a system the 
data owner has the right to authorize or decline an access to any or all of the data. This may include any or all 
individuals, even the caregivers [4]. 
7. Conclusion 
Health care practice involves collecting, synthesizing, and acting on information and therefore poses a great 
challenge to ongoing research and development for general frameworks and standards. EPR is one of the most 
valuable assets for a healthcare organization. Even though they are doing everything they can within their budget to 
protect PHRs from any sorts of damage, there are some issues to be take into account as they have been discussed in 
the previous sections.  Human error is the most challenging issue that needs to be taking into consideration. It may 
happen in level of access within the organization with a dramatic effect on the system. Organization could avoid this 
threat by conducting proper training and increasing human understanding. Once the security system has been 
established, an audit function is required. Audit is needed in order for administrators and users to detect any illegal 
or unauthorized breach [4][41]. Consistent evaluation of system with formal methods offers strong indications and 
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suggestions about the financial influences and its impact on increasing efficiency, quality and security [14]. 
8. Recommendations and Future Work 
There is an ongoing research on security issues on healthcare systems. Based on our findings, it is important to 
enhance the policy of healthcare organizations in order to protect electronic health records from being exposed to 
unauthorized access. One of the main threats to electronic health record security is the healthcare staff. Threats from 
employees can be divided into two categories: a) unauthorized access b) Lack of user training. By focusing on these 
factors health cares can define every individual level of access to information they need within the organization as 
well as preventing redundant access to EPRs. It is time that healthcare authorities take employee’s awareness into 
consideration. They need to ensure all recruits are being inducted in EPR information security policy and 
employee’s regular basis trainings on security policy are implemented. 
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Appendix A. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1. Study source selection 
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